KRONIKA JOURNAL(ISSN NO-0023:4923) VOLUME 25 ISSUE 4 2025

Analysis of Cybersecurity Using Machine Learning Techniques
Asma Tahseen', Md Imtiyaz Ali2,

!Assistant Professor, Department of Computer Science and Engineering, Anurag University,
Hyderabad.

2Assistant Professor, Department of Information Technology, Vignana Bharthi Institute of

Technology, Hyderabad.

Abstract: Machine learning (ML) is a subset of artificial intelligence (Al) that deals with creating
computer programs that can identify patterns in past data, learn from it, and make rational decisions
with minimal or no human intervention. Safeguarding digital systems, including computers,
servers, mobile phones, networks, and associated data from malicious attacks is referred to as cyber
security. The two central parts of uniting cyber security with machine learning involve making
allowance for cyber security in areas where machine learning applies, as well as leveraging the
ability of machine learning in making possible cyber security. It may suit us by having varied
beneficial contributions that incorporate fortifying machine learning models regarding their
security, further maximizing cyber security methodologies towards maximum proficiency, as well
as supporting easy, zero human contact zero-day attacks detection effectively. The field of cyber
security has become increasingly complex because of the rapid growth of technology, posing
several challenges to the protection of sensitive information and critical infrastructures. The aim
of this paper is to apply three distinct systems that utilize machine learning in the context of cyber
security. The first system examines the potential utilization of reinforcement learning to enhance
cyber security. Reinforcement learning algorithms are trained to make the optimal decisions from
their interactions with the environment by trial and error, which can be beneficial in adapting to
new cyber threats. The second method targets malware detection as evasive and polymorphic
malware have been challenging to detect using traditional signature-based detection. Multiple
machine learning and deep learning techniques are employed in this endeavor to precisely detect
and classify malicious software. The third solution employs machine learning and deep learning
methods to solve the key issue of network intrusion detection. The performance of every system's
machine learning model will be tested during the project through an array of datasets with

evaluation metrics.
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Introduction: In this era, the cyberspace is expanding at a faster rate as a main source for
a node to node information exchange with all its beauty and difficulties. The cyberspace
is an important source to reach an unlimited amount of information and resources across
the world. In 2017, the rate of internet usage was 48% worldwide, subsequently it rose to
81% for developing nations. The extensive scope of cyberspace involves much more than
the internet alone, such as users, system resources, participant technical knowledge, and
much more. Moreover, the cyber world plays a big role in the numerous vulnerabilities to
cyberattacks and threats. Cybersecurity is a set of numerous strategies, tools, and
processes designed to defend cyberspace from threats and cyberattacks. Cybercrimes are
growing faster than the existing cybersecurity system in today's computer and information
technology world. A computer system's susceptibility to threats can be traced to several
factors, such as poor system configuration, inexperienced personnel, and a lack of
techniques. Further development needs to be achieved in developing cybersecurity
techniques because of the growing cyber threats.
Attack methods are evolving rapidly to breach systems and avoid generic signature-based
protection, just as web and mobile technologies are doing so. Because they can rapidly
respond to new and unknowable situations, machine learning methods offer potential
solutions that can be utilized to solve such challenging and complicated problems.
Numerous various machine learning methods have been effectively utilized to solve
numerous problems in computer and information security. This paper discusses and
highlights several machine-learning applications in cyber security. Machine learning: One
of the mainly applied advanced techniques used to detect cybercrime is machine learning
methods. Machine learning methods can be utilized to solve the weaknesses and

limitations that traditional detection techniques have.

Cybersecurity

In the past half-century, the information and communication technology (ICT) sector has
developed enormously, which is everywhere and heavily linked with our contemporary
society. Hence, defending ICT systems and programs against cyber-attacks has seriously
been a matter of concern of the security policymakers in recent days. The action of
defending ICT systems from multiple cyber-threats or attacks came to be designated as

cybersecurity. There are a number of aspects that relate to cybersecurity: information and
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communication technology protection measures; raw data and information contained
therein and their processing and transmitting; related virtual and physical components of
the systems; the level of protection from the implementation of those measures; and
ultimately the related field of professional activity. In general, cybersecurity issues with
the knowledge of various cyber-attacks and developing corresponding defense strategies
that maintain some properties. Confidentiality is a property employed to avoid access and
revelation of information to unauthorized individuals, entities or systems. Integrity is a
property employed to avoid any alteration or destruction of information in an unauthorized
way. Availability is a characteristic utilized for the guarantee of timely and reliable access

of information assets and systems to an authorized entity.
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Machine Learning in Cyber Security: The uptick in cyber attacks has made machine learning in
cybersecurity a must-have for many companies. Although cyber attacks continue to grow in
number and complexity, machine learning is evolving to address new threats. Machine learning’s
ability to analyze large amounts of data and spot patterns makes it ideal for detecting attacks in
their earliest stages, exposing network vulnerabilities and anticipating when and how future cyber
attacks will occur[1]. Three ty types of machine learning in cybersecurity
There are three types of machine learning applied in cybersecurity: supervised learning,

unsupervised learning and reinforcement learning[2],[3].

Supervised learning is where an algorithm is trained on labeled data, thereby learning how to
structure data from the relationship between inputs and outputs. Human intervention is usually
necessary to guide algorithms during training. Supervised learning is employed by machine
learning algorithms to label data as neutral or malicious, detect threats such as denial-of-service
attacks, and predict future cyber attacks[4]. Unsupervised learning is an algorithm trained on raw
or unlabeled data, and it classifies and labels data automatically without human intervention.
Security teams use unsupervised learning to train algorithms to identify new and more
sophisticated cyber attacks, particularly as hackers learn various methods of breaching company
defenses. Reinforcement learning is a error-and-trial method in which an algorithm acquires new
functions by being rewarded for the right moves and penalized for wrong moves. Machine learning
algorithms apply this method in cybersecurity to make them better equipped to identify more types
of cyber attacks. Organizations also utilize reinforcement learning in order to automate routine
tasks, leading to more effective IT and security procedures. Advantages of Machine Learning in
Cybersecurity: With its myriad applications, machine learning is highly beneficial for IT and
security professionals. Machine learning is able to adapt and improve in learning new functions as
well as improve in executing existing ones independently, leading to automated
processes[5],[6],[7]. Security and IT professionals can then leave the simple tasks to machine
learning and use their time and resources for taking care of emerging cyber attacks, rectifying

critical bugs and doing other complex tasks.
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Capacity to Process Large Data Sets: Human beings can find it difficult to work with big data,
but machine learning can rapidly process and analyze bigger data sets. Computer algorithms can
identify trends more rapidly than human beings and notify teams of emerging cyber attacks. IT
and security professionals can immediately act, eliminating cyber attacks at their nascent stages
before they can proliferate. Improved Security Protocols: Examing a business's security
architecture, machine learning code can identify vulnerabilities, suggest patches and assist teams
in preparing for all types of cyber attacks. Through this process, security and IT teams are able to
act against threats before they even occur, setting up the processes and infrastructure necessary
to repel more sophisticated attacks. Adaptable Defense Systems: Not only does machine learning
anticipate known cyber attacks[8],[9], but it can also learn about potential future attacks that are
yet to be discovered by most organizations. Security teams can then strengthen their companies
against escalating threats by tightening their security tech stacks and teaching employees about

novel social engineering schemes and other cyber attacks[10],[11].

Methodology:

With increasing use of machine learning in cybersecurity, the identification and response of threats
have been made more effective. The method of utilizing machine learning in the field of
cybersecurity is discussed deeply in this paper, highlighting the pros, cons, and use cases of all the

methods mentioned.

Data Collection and Preprocessing: Acquisition of Relevant Data: Finding and collecting
cybersecurity datasets to train and test models. Data Cleaning and Transformation: Preprocessing
methods for dealing with missing data, outliers, and maintaining data quality. Feature Extraction
and Engineering: Choice of useful features and feature engineering for enriching model
performance.

Model Selection and Evaluation: Algorithm Selection: Selecting suitable machine learning
algorithms, e.g., decision trees, support vector machines, or neural networks, depending on the
problem and data types[12],[13]. Training and Testing: Dividing the dataset into training and
testing sets, maintaining suitable sample sizes, and evaluating model generalization. Performance
Metrics: Identifying evaluation metrics such as accuracy, precision, recall, Fl-score, and area

under the curve (AUC) to quantify the performance of the models.
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Model Training and Optimization: Model Training Methods: Utilizing supervised, unsupervised,
or semi-supervised learning methods depending on data availability and labeling. Hyperparameter
Tuning: Model parameter optimization to maximize performance using grid search, random
search, or Bayesian optimization techniques. Regularization and Overfitting Prevention: Using
methods such as L1 and L2 regularization, dropout, and early stopping to avoid overfitting..
Deployment and Integration: Real-time Monitoring: Putting models into actual systems to
constantly monitor and provide instant responses to cyber threats. Integration with Security
Infrastructure: Introducing machine learning models into established security infrastructure, like
intrusion detection or firewalls. Model Updates and Maintenance: Creating methods for updating
models using new information and adjusting to shifting threat landscapes.
Spam

This is done by training a machine learning model using a dataset of labeled emails, with each
email labeled as either spam or not spam. When the machine learning model is trained, it identifies
patterns and features that differentiate between spam emails and legitimate emails. These patterns
might be certain words or phrases frequently used in spam emails, the occurrence of specific types
of attachments or URLs, or features of the sender of the email. After training the model, it can be
used in a production setting, where it can scan incoming emails and predict if they are spam or not.
The model checks different features extracted from the email, including the subject line, sender's
address, content, and other applicable metadata. Depending on the model's prediction, the email
can be classified accordingly. Spam messages can be filtered out, not allowing them to reach users'
mailboxes, while valid messages can be passed through. It should be noted that the machine
learning model must be periodically updated and tuned to keep up with new spamming methods
and trends. Since spammers continuously change their strategies, the model must be retrained

using new data to maintain its accuracy and efficiency in classifying spam.

Phishing Detection: Phishing is targeted at stealing individual sensitive information. Researchers
[] have determined three main categories of anti-phishing measures: detective (monitoring, content
filtering, anti-spam), preventive (authentication, patch and change management), and corrective

(site takedown, forensics) ones.
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Table 1: Main Categories of Anti-Phishing Measures

Detective Solutions Preventive Solutions Corrective Solutions

e Monitors account life e Authentication e Phishing site
cycle e Patch and change takedown

¢ Brand monitoring management e Forensics and

e Disables web e Email authentication investigation
duplication e Web application security

e Performs content
filtering Anti-Malware

e Anti-Spam

Implementation and Results:

Phishing is another prevalent form of cyber-attack in which a cyber criminal sends an imitation
message that will mislead an individual to disclose confidential information to the attacker or to
download malicious software onto the target's infrastructure, including ransomware. Machine
learning algorithms are among the most potent and effective methods in phishing website
detection. Phishing attacks share some prevalent characteristics that can be detected using machine

learning techniques.

By working with a data set consisting of key features or attributes of URLs, I was successful in
predicting phishing websites by adopting a machine learning model. For more on the dataset, see
UCI  Machine Learning Repository. Below is the python code snippet.
I imported this dataset analytics platform that comprises machine learning, data discovery, text

analytics and advanced visualization and dashboarding.

sophisticated visualization and dashboarding.
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sklearn.metrics
tklearn.metrics
sklearn.metrlcs
iklearn.matrfcd
sklearn.metrics
sklearn.ensesble
sklearn.model se
T nuEgy A% np

t pandas as pd

t zeaborn as sns

import accuracy_score,confusion _matrlx,classification_report
import precision_recall _curve

import plot_precision recall curve

isport roc_turve

import plot_roc_curve

import RandoaForestClassifier

lection import train_test split,cross_val score

import matplatlib.pyplot as plt

impor

t randos

phishinguridats = pd.read_cpv( '“‘h {shingdataset.cov')

phishingurldata head()

having_BP_Address URL_Length Shorlinieg_Sefvice Raving Al_Symbol double_slash_redirecting Poefis_Suffis Ravieg_Sub_Domain SiLfmsl_Swate Domadn

LT~ I

|
1
1

& rows = 31 columns

q

1 i i o A
1 1 1] 1 -4
] i 1 -4

phishinguridata.describe(}

Ravicg _IP_Address URL_Length 3horinieg Seivice Ravieg Al Symbal double_slash_redirecting Prefix_Suffic having_Sub_Domain  35Lfinal_Swte Do
COURt 11055000000 19055.000000 11055 S00000 11055 000000 1N055.000000  11055.000000 11055.000000 11055 DOQ000
mesn RIS A GIITRE L THTH B T00556 TdHTE LR 0 OhIREs § E5T
akd 0.948534 0.7B5095 06738 713553 nETIen BETE X 0817518 E311852
min 1000000 -1 000000 -1 Q000 -1, 0000 1. 000000 1. DOO000 -1.000000 -1 g
26% 1000000 A 00000 1.904000 1000000 10000068 100000 1000000 1 g
5% 1.000000 100000 1 000000 1. 000000 1.000000 <1.000000 0.000000 1 D]
Ti% 1.000000 A Q00000 1 0 1.000000 1000000 gl 1000000 100
max 1.000000 1. 000000 1 @300 1. 000000 1.000000 1.000000 1.000000 1 Doy

& rows = 31 columns

Data Exploration

The dataset has 30 features. Here I explored some of the features. The URL has a detailed

description of each feature and the values derived, by applying the condition such as length,

PageRank, google index, age etc. applied on the attributes of the target URL.
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phishingurldata] "having at_Symbol _Str®] = phishingurldsta[’ having at_Symbol].replacef[1,-1], [ "URLWithiSymbol ® , “valid® ])
end . set_stylel ticks")

sns . countplot (=" having_at_Symbol_Str' datasphishingurldata)

plt. shoma()

e L] il
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phishingurldstal " having IF_Address _Str®] = phishingurldataf “having IPF_fddress’ J.oreplacef[1,-1].[ "URLkithIPAddress’ , "Valdd®])
sns.set_stylef ‘ticks')

i, cguntplot{x="having IF_Address_Str",data=phishingurldasts,paleatie="mutad™ )

plt.show( )

SESEERY
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sns-set_stylel ' ticks")

phishingurldata] ‘web_traffic_ste'] = phishingurldata] 'wedt traffic®].replace([1,d,-1]),.["Hormal” ,"Suspicicus", "FPhish"]}
sns - cowntplot(x="welh_traffic_str’', data=phishingurldata,palette="pastel™)

plt.show()
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phishingurldata] ‘Result_Str'] = phishimgurldata[ 'Result’].replace([1,-1],[ " FhisinglRiL ", "Legitimatel|mL"])
sag.cowntplot{x="Result_35ur", dats=phishingurlidats,palette="deep™)
plt.show()

[ e PresraploRe.
Pt Sty

Below is the correlation heatmap, each square showing the correlation between the variables on

each axis.
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phizhingurldatasphishingurldata.drop(] "having At_Sysbol_ Str', "having IF Address Str',"web_trafflc_str', "Result_Str"],axizal}
plt. figure(figsize=(16, 9))

sns . heatmap{phishingurldata.corr{}, linewidths=.8,cmapa™Blues"}

plr.shaw()
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Random Forest Classifier algorithm has been fitted on the training dataset and applied on the test

dataset. This model has around 97 percent accuracy.

#® Splitout volidotion dotoset

wrray = phishingurldata.values

% = arcayf o8z 3a)

¥ = arcayf:,30]

validation size = G.a0

smed = 7

X tradn, X test, ¥ tradn, ¥Y_test = traln test split(d, ¥, test sizesvalidation size, random statesseed)
msadel troinieg ond prediction
rdforestiressRandomforestClassifier|)

modelerdforesttree, FER(X_train,Y_traln)
riforestpredict=mode]l . predict(X_test)

print{ Accuracy:: ', 100.8 * sccuracy_score{rdforestpredict,¥_test))

Agcuracy:: §7.1861957R3T5548

The classification report shown below is used to measure the quality of predictions from the
algorithm. It displays the model’s precision, recall and F1 score. The metrics are calculated by
using true and false positives and true and false negatives. There are four ways to check if the

predictions are right or wrong:
e TN/ True Negative: when a case was negative and predicted negative
e TP/ True Positive: when a case was positive and predicted positive
o FN/False Negative: when a case was positive but predicted negative

o FP/False Positive: when a case was negative but predicted positive
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Precision — Accuracy of positive predictions.
Precision = TP/(TP + FP)
Recall: Fraction of positives that were correctly identified.

Recall = TP/(TP+FN)

The F1 score is a weighted harmonic mean of precision and recall such that the best score is 1.0

and the worst is 0.0.

F1 Score = 2*(Recall * Precision) / (Recall + Precision)

srint (classificatlon_report{rdforestpredice,Y _valldation))
precisiom recall fl-goore suppart

=1 0.96 0.96 @97 1904

1 9.92 a.37 a.98 1518

BLCUracy - aaz2
BiErd av 0.5 @87 .9 A43
reighted awg a.87 a.97 a.a7 4413
Naote, -1 5 thi Legifimate URL Class, 1 i the Phishing URL Class

The accuracy can be further improved by applying other algorithms or tuning the parameters;
however, this blog is mainly focused on demonstrating one of the use cases leveraging ML in

cybersecurity.

Data plays a vital role in the field of machine learning and the availability of quality data that
support the environment will reduce false positives. However, as this example shows, machine

learning as a complement to cybersecurity can be more proactive and efficient.
Conclusion:

In summary, machine learning methods are proving to be very effective in the cybersecurity field.
Conventional detection methods have proved to be inadequate in terms of responding to the
evolving character of cybercrimes, owing to the sheer growth of cyber threats and attacks. By
designing intelligent and automatic systems that are capable of examining large volumes of data,
identify patterns, and identify possible security vulnerabilities in real-time, machine learning offers
an answer. This article has discussed various applications of machine learning in cybersecurity,
including spam classification, malware detection, intrusion detection, and others. These software
developers utilize machine learning techniques to enhance threat detection and response times.

Machine learning algorithms are capable of learning the difference between valid and malicious
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activity by training on labeled data, allowing one to detect cyber threats and attacks. However,
there are challenges to implementing machine learning in cybersecurity. The quality and diversity
of training data play an important role in determining the performance of machine-learning
models. Accessing relevant and representative data is challenging, particularly considering the
speed at which cyber threats are evolving. To respond to new attack methods, check their validity,
and optimize their effectiveness, machine-learning models must also be constantly updated and
retrained. Applying machine learning with large data and iota security also poses privacy and
security concerns. In employing large data to enhance the efficacy of machine learning models,
confidentiality and data privacy need to be maintained. Techniques such as federated learning have
enabled collaboration in threat intelligence without compromising raw data privacy. It can also be
utilized further in the investment fields, security, self-driving car etc. Current Deep learning can
also be utilized in these sections. All these works paved ways for deeper research on deep learning

methodologies in order to obtain better results and challenging cryptographic implementations.
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