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Abstract:

Background: Over the past decade, the rapid spread of smartphones and social media platforms has
created a new dimension of risk for young people — cyberbullying. Unlike problems that stay within
school boundaries, cyberbullying follows children into their homes, making it a concern that families
simply cannot afford to ignore. This review was undertaken to better understand what parents can
actually do and what stops them from doing it.

Methods: We conducted a systematic review following PRISMA 2020 guidelines. Literature published
between January 2005 and December 2023 was searched across PubMed, Scopus, PsycINFO, and
Google Scholar. After applying inclusion and exclusion criteria, 146 peer-reviewed studies were
retained for final analysis.

Results: Seven core parental strategies emerged consistently from the literature: open communication,
setting digital boundaries, monitoring online activity, building digital literacy, role modeling
responsible technology use, partnering with schools, and accessing community support. Significant
barriers — chiefly the technology knowledge gap and time pressures — were also documented across
multiple studies.

Conclusion: Parents remain the first and most influential line of defence against cyberbullying. The
evidence is clear that their involvement matters — but they need practical training, institutional support,
and accessible resources to fulfil this role meaningfully.

Keywords: Cyberbullying prevention; Parental involvement; Digital safety; Online monitoring;
Digital literacy; Adolescent mental health; School-family collaboration.

1. INTRODUCTION:

Walk into any school counseling room today and you will hear a story about cyberbullying. The details
vary — a hurtful group chat, a fake profile, a humiliating video shared without consent — but the
distress in the young person sitting across the table is the same. As a mental health nursing professional
with more than three decades of experience working with students in institutional settings, the
researcher has observed this shift firsthand: the playground has moved online, and the wounds it leaves
are no less real.

Cyberbullying is broadly understood as the deliberate and repeated use of digital platforms — social
media, messaging applications, gaming environments, and the like — to cause harm to another person
(Kowalski, Limber, & McCord, 2019). What makes it particularly challenging, compared to traditional
bullying, is the reach it enjoys. A cruel comment posted at midnight does not wait until morning. The
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victim cannot walk away from it. And the bully, shielded by a screen, often feels little inhibition
(Hinduja & Patchin, 2020).

In this landscape, the question of where parents fit is both pressing and complicated. Families are the
primary environment within which children develop their values, their coping skills, and their sense of
self. If something goes wrong online, it is usually a parent — or the absence of one — that shapes how
a child responds. Yet research consistently shows that many parents feel ill-equipped to handle digital
threats, uncertain about what to watch for and unsure about how to step in without making things worse
(Slonje & Smith, 2008). This review was designed with that gap in mind.

1.1 Understanding Cyberbullying

The forms cyberbullying takes are varied, and practitioners working with young people need to
recognise all of them. Sending threatening or abusive messages, publicly spreading false information,
deliberately excluding someone from online peer groups, impersonating a victim to damage their
reputation — all of these fall within the definition offered by Bauman, Toomey, and Walker (2013).
The psychological toll can be severe. Victims report heightened anxiety, depressive episodes, declining
performance in academic settings, and in the most serious cases, suicidal ideation (Dehue, Bolman, &
Vollink, 2008).

Young people in their formative years are especially vulnerable. During adolescence, peer acceptance
is not merely desirable — it feels essential to survival. Social rejection, particularly public rejection
visible to an entire peer network, can shatter self-confidence in ways that persist long after the online
incident has ended (Mesch, 2009). The anonymity that digital environments afford perpetrators is a
significant complicating factor; it removes the usual social checks that might otherwise discourage
aggressive behaviour (Dempsey, Sulkowski, Nichols, & Storch, 2009).

1.2 Why Parental Awareness Cannot Be Optional

There is a telling gap in the research: parents consistently underestimate how much cyberbullying their
children experience, while children consistently underreport it to parents (Navarro, Yubero, &
Larrafiaga, 2016). This mutual silence has consequences. Warning signs that should prompt concern —
a child who suddenly withdraws from devices they previously loved, unexplained mood changes,
reluctance to attend school, declining grades — often go unrecognised until a crisis has already
developed (Cassidy, Faucher, & Jackson, 2013).

Bridging this awareness gap is not simply a matter of parents spending more time online. It requires a
deliberate effort to understand the digital world young people inhabit and to create home conditions in
which children feel safe enough to talk when something goes wrong.

2. METHODS:

This review was carried out in accordance with the Preferred Reporting Items for Systematic Reviews
and Meta-Analyses — PRISMA 2020 — framework. The decision to use a systematic approach rather
than a narrative review was deliberate: the field of parental cyberbullying prevention is growing rapidly,
and a structured methodology ensures that the findings presented here reflect the available evidence
base rather than selective reading.

2.1 Search Strategy

Four databases were searched: PubMed, Scopus, PsycINFO, and Google Scholar. Search terms included
combinations of "cyberbullying,"” "parental involvement,” "digital safety,” "online monitoring,"
"internet use adolescents," and "parental mediation.” The search was restricted to publications between
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January 2005 and December 2023. The year 2005 was chosen as the lower boundary because this
coincides with the period when social media platforms began to achieve mainstream adoption among
young people.
2.2 Inclusion Criteria
* Peer-reviewed studies published between 2005 and 2023
+ Studies with a primary or substantial focus on parental roles in cyberbullying prevention or response
+ Participant populations including children and adolescents between 6 and 18 years of age

* Publications available in the English language

2.3 Exclusion Criteria
+ Studies addressing traditional face-to-face bullying only, with no digital component
* Grey literature, conference abstracts, and non-peer-reviewed commentaries

« Articles for which full-text access could not be obtained

Following the screening process, 146 studies met the criteria for inclusion and formed the evidence base
for this review.

2.4 PRISMA Flow Diagram
Figure 1: PRISMA 2020 Flow Diagram — Study Selection Process

PHASE 1: IDENTIFICATION

Records identified from databases
(PubMed, Scopus, PsycINFO, Google
Scholar)

n=1115

!

PHASE 2: SCREENING

* Duplicates removed (n = 223)
Records after duplicate removal  Non-English language (n = 145)

n =892 ~ | « Published before 2005 (n = 88)
* Not related to parental role (n =201)
PHASE 3: ELIGIBILITY
* Insufficient focus on parents (n = 112)
Full-text articles assessed » Weak methodology (n = 67)
n =458 — | « Opinion/editorial only (n = 89)
* Full text unavailable (n = 44)
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3. PARENTAL PREVENTION STRATEGIES:

What does effective parental involvement in cyberbullying prevention actually look like in practice?
Seven evidence-based strategies emerged consistently from the reviewed literature. They are presented
in Table 1 below and discussed in detail in the sections that follow.

Table 1: Summary of Evidence-Based Parental Strategies for Cyberbullying Prevention

S.No Strategy Description Reference

Creating a home environment
where children freely discuss
online difficulties without
fear of blame

1 Open Communication Livingstone & Helsper (2008)

Jointly agreed, age-sensitive
rules governing screen time,
platforms used, and
acceptable online conduct

2 Digital Boundaries Byrne & Lee (2011)

Proportionate, transparent
oversight of children's digital
interactions — neither
intrusive nor negligent

3 Online Activity Monitoring Leung & Lee (2012)

Teaching children to think
critically about online

4 Digital Literacy Education content, privacy, and the Willard (2007)
consequences of their digital
behavior

Parents demonstrating
respectful, measured
technology use in their own
daily lives

5 Parental Role Modeling Rosen et al. (2012)

Coordinated efforts between
parents and school staff to
reinforce consistent anti-
cyberbullying messages

6 Home-School Partnership Waasdorp et al. (2012)

Linking families to local
counseling, legal, and NGO
support services for affected
children

7 Community Engagement Kowalski & Limber (2013)

3.1 Open Communication

Of all the strategies reviewed, this one appears most consistently and most emphatically across the
literature — and it is the one that costs nothing to implement. Children who know they can bring their
online problems home without being immediately punished, lectured, or having their devices
confiscated are far more likely to actually do so (Livingstone & Helsper, 2008). This is not a small
thing. Early disclosure is what makes early intervention possible.

In practice, open communication means building a habit of conversation around digital life long before
a crisis arises. Asking a child casually what they are watching, who they are playing games with, or
whether anything odd has happened online normalises the topic. It removes the stigma from raising
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concerns. Parents who only engage with digital issues when something has already gone wrong are
working at a considerable disadvantage.

3.2 Setting Digital Boundaries

Rules around device use — when, where, for how long, and on which platforms — provide children
with a structure that reduces their exposure to risk. The critical word here, however, is "collaborative."
Rules imposed without explanation are frequently resented and evaded, particularly by adolescents who
are developmentally wired to push against authority (Byrne & Lee, 2011). Rules developed with a
child's input, and explained in terms the child understands, are far more likely to be respected.

Boundaries should also be flexible. A fifteen-year-old who has demonstrated responsible online
behaviour deserves more digital autonomy than a ten-year-old encountering social media for the first
time. Rigid, one-size-fits-all rules tend to generate exactly the kind of covert workarounds that place
children at greater risk.

3.3 Monitoring Online Activity

Monitoring is perhaps the most debated strategy in this area, and for good reason. There is solid
evidence that parental oversight reduces children's exposure to harmful content and helps identify
problems early (Leung & Lee, 2012). But there is also evidence that excessive or covert surveillance
damages trust, drives behaviour underground, and leaves children less likely to seek help when they
genuinely need it.

The balance that emerges from the literature involves transparency. Children who know their parents
occasionally review their online activity — and understand why — respond differently from children
who discover they have been secretly monitored. Framing monitoring as a protective concern rather
than a punitive measure matters enormously to how it is received.

4. DIGITAL LITERACY DEVELOPMENT:

4.1 Promoting Digital Citizenship

Teaching children to be safe online is not simply about knowing which buttons to press. It is about
developing judgment — the capacity to recognise a risky situation, to respond with empathy toward
others, and to understand that what is posted online can have real consequences for real people (Willard,
2007). Parents are well-placed to have these conversations, particularly if they tie abstract principles to
concrete and age-appropriate examples.

In nursing education, we frequently use case vignettes to help students understand ethical situations in
clinical practice. A similar approach works well in digital literacy education for children. Discussing a
real scenario — a screenshot shared without permission, a group that excluded someone deliberately —
makes the issue tangible in a way that abstract rules cannot (Agatston, Kowalski, & Limber, 2007).

4.2 Parental Role Modeling

Children watch what their parents do, not only what they say. A parent who scrolls through a phone
during family meals, posts without thinking about others' privacy, or engages in heated exchanges in
comment sections is teaching their child something — perhaps not intentionally, but effectively.
Conversely, a parent who is visibly thoughtful and respectful in their digital interactions models exactly
the kind of behaviour they hope to cultivate (Rosen, Cheever, & Carrier, 2012).
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5. SCHOOL AND COMMUNITY COLLABORATION:

5.1 Home-School Partnership

Cyberbullying rarely confines itself to one setting. An incident that begins at school continues online at
home; a problem that starts in a group chat spills into classroom dynamics the following day. Effective
prevention therefore requires that parents and schools communicate regularly and respond consistently
(Waasdorp, Bradshaw, & Leaf, 2012).

Schools that run parent orientation sessions on cyberbullying, maintain accessible communication
channels with families, and involve parents in policy development tend to create environments where
both children and parents feel better supported. This is not simply a theoretical recommendation — it
is something that schools in this region could implement without significant additional cost.

5.2 Community Support Networks

Not every family has the internal resources to manage a cyberbullying situation on their own. A child
who is severely distressed may need professional counseling. A situation involving explicit threats or
images may require police involvement. Families who do not know where to turn often do nothing —
and the harm compounds. Community organisations, including mental health services, legal aid bodies,
and child welfare NGOs, are a vital part of the overall safety network (Kowalski & Limber, 2013).

6. BARRIERS TO EFFECTIVE PARENTAL INVOLVEMENT:

6.1 The Technology Knowledge Gap

This was the most frequently cited barrier across the reviewed literature, and it is not difficult to
understand why. Digital platforms evolve at a pace that most adults — busy with professional and
domestic responsibilities — genuinely struggle to match. A parent may be vaguely aware that their
child uses Instagram but have no understanding of features like "Close Friends" lists, disappearing
Stories, or the DM functionality that often escapes household visibility (Livingstone & Byrne, 2018).

This knowledge gap is not a character failing on the part of parents. It reflects a structural problem: the
technology industry moves faster than parental education programs do. Addressing it requires sustained,
practical training delivered in accessible formats — not a single workshop, but an ongoing resource that
updates as the digital landscape itself changes.

6.2 Time and Competing Pressures

For many families — particularly single-parent households or those where both parents work multiple
jobs — the luxury of sustained engagement with a child's digital life is simply not available. Monitoring,
communication, boundary-setting: all of these take time. Policies that assume parents have unlimited
availability are not grounded in the reality of most families' lives. Any practical prevention framework
must account for this and offer strategies that are feasible under genuine time constraints.

7. RECOMMENDATIONS:

* Schools and colleges should establish regular parental digital literacy workshops — not as one-off
events, but as recurring, updated programmes tied to current platforms and risks.

* Healthcare and nursing professionals working in community settings are well positioned to include
cyberbullying awareness in routine family health education.

+ Child-friendly, anonymous reporting tools should be made available through schools and health
services, allowing children to flag problems without the fear of losing device access.
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 Parents should be brought into the process of developing school cyberbullying policies — their
practical perspective often identifies gaps that administrators overlook.

* Future research should examine the specific needs of families in rural and semi-urban settings in
India, where digital access is increasing rapidly but parental support structures remain limited.

8. CONCLUSION:

The evidence reviewed here leaves little room for ambiguity: parents matter, enormously, in
determining whether a child who encounters cyberbullying is protected or left to cope alone. Yet the
same evidence makes clear that parents cannot do this without support. Many lack the technical
knowledge, the time, or the confidence to engage effectively with their children's digital lives.

Closing this gap is a shared responsibility — one that falls on schools, health systems, community
organisations, and policy makers, not on families alone. As mental health nursing professionals, we
have both a role and an obligation in this effort. The conversations we have with families in clinical and
educational settings, the resources we can point them toward, and the advocacy we can offer within
institutions — all of it counts.

There is no single intervention that will eliminate cyberbullying. But a well-informed, well-supported
parent who maintains an open relationship with their child is, according to the best available evidence,
the single most protective factor we have.

LIMITATIONS:

This review draws only on English-language publications, which necessarily excludes relevant research
conducted and published in other languages, including regional Indian-language journals that may
capture contextually important findings. Additionally, the heterogeneity of study designs across the 146
included papers limits the degree to which findings can be directly compared. Publication bias — the
tendency for positive results to be published more readily than null findings — may also mean that the
strategies reviewed here appear more uniformly effective than they are in practice.
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